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BGPalerter

BGPalerter is a tool for analyzing streams of BGP data

• We developed it for monitoring NTT prefixes


• hijacks, visibility loss, RPKI, and more


• We released it open-source (BSD-3-Clause)

• https://github.com/nttgin/BGPalerter


• It can be used for research!

https://github.com/nttgin/BGPalerter
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Example Use Case

• We want to monitor BGP announcements (filter condition)

• Detect bursts of RPKI invalid announcements (monitor condition)


• We need to validate BGP announcements


• Every time a burst happen, we want to report the AS number (group condition), 
the number of RPKI invalids, and the BGP announcements


• We define as “burst” a number of invalid announcements >= 20 in 6 minutes 
(squash condition)
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Pipeline
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Monitor steps

• Each alert is composed of:

• Description of the verified 

monitored condition


• BGP messages that verified the 
condition


• Alerts stay in the system for 
“fadeOffSeconds”

Sync method, only check for intrinsic 
properties of the BGP message

Async method, do the 


complex analysis here
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Contribute!

• Source code on GitHub 

• https://github.com/nttgin/BGPalerter

https://github.com/nttgin/BGPalerter
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