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Problem(s) &

* Geolocation information about networks is spotty

- Maxmind? Geolocates well where end-users are
- RIR-stats: Geolocates country of head-quarters for a network

- PeeringDB: Geolocates where people want to peer (for those who want to peer in the
first place)

 \What can we do to improve?
- IPMap for IPs
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Potential improvemen

* How can we use RIPE Atlas to augment our understanding?

 RIPE Atlas

dely deployed across the globe
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Dataset we Explore

e Daily minimum RTT for each probe/origin combination found in
{raceroutes

- Hot potato routing should make you see first possible hand-off to next network

e Origin = ASN or IXP peering LAN

- Mapping:
- IXP peering LANs from peeringDB (can be looked up by peeringDB IXP ID
- le. AMS-IX is “ix-26" (see https://www.peeringdb.com/ix/26 )

- IP2ASN from BGP data in RIS (just looking at originator from this)
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https://www.peeringdb.com/ix/26

What Does This Look Like?

Latest Traceroute Result for Measurement #33474247

2021-11-18 11:52 UTC

Traceroute to 190.140.246.135 (190.140.246.135), 48 byte packets _

( 172.24.1.245 | 4.073ms | 0.633ms ] 0.649ms J 0.758ms [ 0.585ms | prb_id: 12538

PY 18111422430 | noscrsrriezzesoassaisines | assausr | 0.726ms J 0.641ms | 0.63ms J o.661ms [ 0.677ms -

] 181.114.224.37 | nost1sr-11422637.ss2431net. | assaat | 0.782ms J 0.696ms J 0.685ms | 0.68ms ] 0.676ms | origin: "2603"

i 10.169.147.25 | 14.121ms | 14.684ms ] 14.056ms ] 14.143ms | 15.294ms

410.2.186.117 ] 11.061ms ] 11.159ms ] 10.791ms ] 11.005ms ] 10.755ms ] af: 4

(X 17051254174 | ves-tcmzsrosciaronecar | Astoosz | 18.415ms | 13.58ms | 13.73ms | 13.746ms | 14.033ms_ >

P4 170.51.254.180 | bersosrcisonsrasciaronstar | Astsosz. | 13.427ms | 13.614ms | 13.608ms | 13.839ms ] 13.661ms ] day: "2021-10-12"
] 62.115.41.57 | mabtinkipwevessner | asizss | 142.032ms J 144.269ms [ 141.873ms | 142.067ms | 141.912ms |

Q* %%k %%

10 % % % % % min_rtt: 32.57
(Ll 62.115.189.177 ] cabiconassveossars-icasaorvipweness-custnet. | asizss | 197.404ms J 199.308ms [ 157.532ms J 197.447ms [ 200.412ms ip_count: 5

12*****

13*****

1%k samples: 25

(EY190.140.246.135 | astasos | 218.932ms ] 229.63ms ] 241.855ms | 219.429ms | 232 936ms
(L 190.140.246.135 [ astaaos | 222976ms J 221.252ms [ 238.16ms | 224.698ms J 239.622ms |

3.4GB/day 36MB/day
180M traces 4.8M tuples
Complex Simple
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Example Viz: World Map

https://observablehq.com/@ripencc/atlas-latency-worldmac

Origin (ASN or ix-ID) Date Address Family Aggregate function
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https://observablehq.com/@ripencc/atlas-latency-worldmap

Example Viz: Distributed IXP

https://observablehq.com/@ripencc/atlas-latency-worldmac

— Origin (ASN or ix-ID) Date . Addr%ss Fargilyi i Aggregate function
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https://observablehq.com/@ripencc/atlas-latency-worldmap

Example Viz: Tier1

https://observablehq.com/@ripencc/atlas-latency-worldmac

Origin (ASN or ix-ID) Date Address Family Aggregate function
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https://observablehq.com/@ripencc/atlas-latency-worldmap

Example Viz: Regional Deployment

https://observablehq.com/@ripencc/atlas-latency-worldmac

Address Family Aggregate function

Origin (ASN or ix-ID) Date
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https://observablehq.com/@ripencc/atlas-latency-worldmap

Example Viz: Regional Deployment

httbs://observablehq.com/@ripencc/atlas-latency-worldmarc

Origin (ASN or ix-ID) Date
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https://observablehq.com/@ripencc/atlas-latency-worldmap

Example Viz: Probe Neighbourhood

https://observablehqg.com/@ripencc/atlas-probe-neighbourhood

Probe ID Date Address family Origin names

Latency |ms| 6545 2021-10-10 0|l iPva vi@yes (O no
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[<4<>>>

Showing 0-50 / 949
RIPE Atlas and RIPE RIS Terms and Conditions apply.
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https://observablehq.com/@ripencc/atlas-probe-neighbourhood

Latency Islands: Iceland!

Probe ID Date Address family Origin names
Latency |ms] 33880 yyyy-mm-dd Ol Ipva vi@yes (O no
45 - !
H
40 - f
35-
30-
25-
20 -
15 -
10 -
. RIS
- Showing 0-50 / 264
RIPE Atlas and RIPE RIS Terms and Conditions apply.
O_|I'II|I||II|I|I'II|I_||II|I||II|I||II|I||II|I||II|I||
Stk Lo Qo e 0 e 90, o e, S Co 80,8, 80 P90 0o S0.85 00 8 2, 1.9, 849,40 85,0 3, Qo SO S0,
‘4&;7:%45% e@g%oofqé: %,Oo,\ ‘Q;k oj/ 4_6* . ZC’\(&O%O&%\’Z’O(@ & f(%\ O'%?@l/\% %‘e& ef@oQ 4 O/,,,/\é: ¢§%§4¢ 4_4,;)/\;?4 2@ % @f% 'p(%@,%c\‘o/\’l/%/\ /42\4590 e4/::‘°‘>@o‘9&4)4>/c
: A . T, *, To.C0’<. R Do 0y SO Oy g A B
~@.O/I/‘7@4I—(&o‘? 1y, G N, 75 g M 2K 0. T A0 Q0 87885 90 %7 TN Q<0 5,798 58 RO e Y, 0 7 K38 %y N 2Qo R A%,
U, %y RO\ TR Ty o Qo 8 7070 0 58 O e, S NN S R X S A ORI SN IR P IS PN X A AR o Xy
B e RN N A K R N o I KA MR 200
40'%-1’44/1/06%6%/5\4\9\/% {5\;@?@: )769 7Odi>: &(é’/“ © (&300(0/)0?’1/0&6}& 7 OO)/‘%Z.? /))/))(/ {9&®\¢e@ G‘S‘@ %,;O’)/Oé S, /5@6‘6‘{?0@0) OOZ‘V@%@:))Og\PO:%"V O’éo’
5,08 Cs,. 5,6 D% 8 % QT e 2 S % S, 08 9 0, R S G 8%, 04 56 S A%
NE i 2y, O, ey ey Oy % 2% Cy % P 2, 2 sy o= %9, %, 9% G, %
7O %, g 406?/ 64‘9&%@774 4’6{ 46’(2‘36‘0 %@@ 40306‘@ @)“‘,o +4°<<\ %Z"d?) "o,?"o:-j"%;”’b@qv@ % &@’)@%,/7‘5\;)6&
< SO s 9 S % @ %) h 7% % ‘
§ 2 oy N 6\6\/)0@ S5 6 S 4, 705 <n %, 9,05, @&(e% L%, -97@ 6_‘,2) % D,
% OO/) GO > v 97? )}O < % ,06\ 99@ oy OQO ) /I/i % ’{9,00@ c;@y 2> %, O,’,b Q s,
9 % S %, o & %, & 9 IENS S0, To
CACY e T, G % % o, 0, 0 g% %, <
(N @O O,y %, O S /21/ % 029 Ay Q( 9> ON C
G F @4 % e 25 Oy SN N %,
%, <, s, %, & &, Q. %y % 75 o}
% (7 9 %, Ay o, %, % % ¢
e % 6 K 0. € 2oy, %5
§ (0) "7 % o) % Q
e<3 OQQ @\3 %) O’O,* O/)O @,)&
9 % % 2. S ®
o) % > % %, R
24 % ® 2,
2 S Q Z RS
106\ 2, O,) 2 1
1, S (7 < Oo
@ P Yy ©
S %% &, 7
-/ ' R SN
S, Q &
6:3 . <7 Qﬁ\

emile.aben@ripe.net | RIPE83 | 2021-11



Caveats
* Limited by where RIPE Atlas is deployed

- And accuracy of probe geolocation

e Limited by where RIPE Atlas measures to
e Limited by ICMP blocking
 Limited by RTT lies

- Some probes have a device close to them that responds with low latency and a fake
src address (= destination of measurements)!

Latest Traceroute Result for Measurement #29091319

51703 701 701 = & 2021-10-1201:14 1.615 il )
2021-10-12 01:14 UTC

51995 6855 6855 = & 2021-10-12 09:29 208.441 C ) o
Traceroute to 45.183.45.23 (45.183.45.23), 48 byte packets (

52064 20115 20115 = o 2021-10-12 09:44 122.918 C ) o
[l 10.47.9.1 ] 0.902ms | 0.631ms ]

52290 29014 29014 = & 2021-10-1209:44 178103 @0 2 =3 "56ms ] 1.615ms | O
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Future Work

e Mechanisms to select probes close to IXPs

- Can help in debugging problems around IXPs
- Which IXPs are well covered with RIPE Atlas probes?

https://observablehq.com/d/13ba9134/b0/74c/
e Country minRTT

- How do probes in a country see the latency into networks that are important to them?

e Compare IPv4 and IPv6
e <Your idea here>

- Or implement it yourself using ObservableHQ
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https://observablehq.com/d/13ba91347b0774c7

Questions

emile.aben@ripe.net
@meileaben

https://labs.ripe.net/author/
emileaben/latency-into-vour-network-

as-seen-from-ripe-atlas/
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