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Last year at RIPE ...

Lol &

RI P E 8 0 Lessons learned
Virtual | 12 - 14 May

RFD is used on the Internet.

Tierl provider as well as small ISPs

deploy RFD.

Most vendors provide deprecated,

harmful default configurations. Most

ASs use them.




Last year at RIPE ...

RI P E 8 0 Recommendations to you! Tha

Virtual | 12 - 14 May

1. Check the configurations of your routers whether you have

unpurposely enabled RFD.

2. Check whether your whois entries are up to date.

3. Consider using recommended parameters (adjusting
suppress-threshold) or disabling RFD.

See https://www.ripe.net/publications/docs/ripe-580




IETF/RIPE Recommendations are based on ...

Measurement Pelsser et al. |5]
Year 2010

IP version IPv4

RFD implementation Cisco
Vantage point ASes NTT, Equinix
Damping duration estimated
RFD impact on BGP churn v
Collateral damage X

Sweet spot analysis X
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We took a fresh look ...

Measurement

Year

IP version

RFD implementation
Vantage point ASes
Damping duration

RFD impact on BGP churn
Collateral damage

Sweet spot analysis

This work

2010, 2020
IPv4, IPv6
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5 Tier-1, 20 Random ASes

emulated
v

v
v
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3% of all IPv4 prefixes cause 53.9% of BGP updates
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Route Flap Damping Mechanism
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Route Flap Damping Mechanism

Incoming BGP Updates.
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Route Flap Damping Mechanism
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Route Flap Damplng Mechanism Suppress Threshold reached!
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Route Flap Damping Mechanism
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Route Flap Damping Configuration
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Suppress Threshold

Suppress Duration for different thresholds
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Suppress Threshold

Suppress Duration
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Suppress Duration for different thresholds
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Do we need new RFD recommendations?

30



Do we need new RFD recommendations?

NO.
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Current recommendations are still valid

Vendor Defaults

Harmful

RFD parameter Cisco Juniper || RFC 7454
Withdrawal penalty 1000 1000 1000
Readvertisement penalty 0 1000 0/1000
Attributes change penalty | 500 500 500
Suppress-threshold 2000 3000 6000
Half-life (min) 15 15 15
Reuse-threshold 750 750 750
Max suppress time (min) 60 60 60




Website (rfd.rg.net)
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RIPE Labs Article

Should You Update Your Route Flap Damping
Parameters?

Clemens Mosig
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Thomas C. Schimidl, Matthias Wablisch
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BGP Route Flap Damping (RFD) is recommended to suppress BGP churn.
Default RFD configurations in routers have been shown to be harmful. Current
configuration recommendations by the IETF and RIPE, however, are based on
a study from 2010 which focused on IPv4 only. This article presents our recent
measurement study which shows that the old parameter recommendations
are valid for today's Internet in both IPv4 and IPv6.

Route Flap Damping (RFD) is a mechanism to locally suppress BGP update churn on
the Internet. RFD default configuration parameters in routers are too strict and cause
unwanted prefix update suppression, which leads to reachabilty issues. In 2010,
Pelsser et al. determined configuration parameters to avoid these issues.

This post presents results from a 2021 study in which my colleagues and | (from Freie
Universitit Berlin, l/Arrcus, Université de Strasbourg, and HAW Hamburg)
reproduced and extended the study from 2010 in order to also consider IPv6 and one
other router vendor (Juniper).

We found that the current recommendations - BCP 194 and ripe-580 - are still valid
today and will be valid in the future if current trends continue, considering IPv4 and
1Pv6. We recommend network operators check their RFD configurations for harmful

Questions? Contact clemens.mosig@fu-berlin.de!
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https://labs.ripe.net/author/clemens_mosig/should-you-update-your-route-flap-damping-parameters/

